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Executive summary 
 
In this report, Scientists for Labour investigate the potential of public health surveillance as a method 
to contain the spread of COVID-19 and provide greater insight into the spread of the disease. This 
work presents two fundamental questions which the authors believe must be answered by the UK 
Government prior fully implementing automated contact tracing across the nation: 

 
1. What steps will be taken to ensure that automated contact tracing is an effective tool for 

containing the spread of COVID-19? 
2. How will the privacy of citizens be guaranteed? 

 
Automated contact tracing involves the collection of information about participants’ interactions with 
other people. It is used as a way of quickly notifying people that they may have previously been 
exposed to someone who has since tested positive for the disease of interest. During the COVID-19 
pandemic, different implementations of automated contact tracing have been suggested for use with 
smartphone devices which can track location, proximity to other people, or both. 
 
An examination of the technology behind contact tracing apps, and their implementation in other 
nations has raised significant concerns about its efficacy as a tool for containing the spread of the 
virus. Implementations of a contact tracing app in Singapore do not yet appear to have been 
successful, as it has insufficient uptake by the population to effectively trace exposed individuals. The 
only implementation which appears to have been successful has been in China, however, this 
implementation required the use of draconian regulation of the Chinese people, including mandatory 
app download and enabling authorities to examine devices at will. 
 
Automated contact tracing apps also highlight the balance which must be struck between an effective 
means of containing the spread of the virus, and the privacy of individuals. This balance has led to two 
divergent approaches: centralisation, which provides little privacy from authorities, and 
decentralisation, which may not provide sufficiently detailed information to public health authorities 
about the spread of the infection but offers fewer privacy issues.  
 
The UK initially opted to develop a centralised implementation of an automated contact tracing app, 
trialled on the Isle of Wight. Early reports suggest that a second contact tracing app is now under 
development with the assistance of Apple and Google. The authors of this report have concerns about 
the efficacy of automated contact tracing apps, and their potential impacts on the privacy of users, 
therefore we recommend that both implementations should come under close scrutiny prior to 
general release in the UK. 
 
  



P. Henry et al.  chair@sfl.org.uk 

   
 

 

1. Introduction 
 
1.1 Background  
COVID-19 is the disease resulting from infection with SARS-CoV-2, a type of coronavirus. This virus first 
came to the attention of Chinese authorities in early January 2020, and in the resulting four months 
has rapidly spread across the planet, resulting in a global pandemic. Rapid human-to-human 
transmission and a high mortality rate have led to many nations adopting stringent policies to slow or 
prevent further spread of the virus. In the UK, these measures included a nationwide adoption of 
‘social isolation’ measures, wherein the majority of the population has been instructed not to leave 
their homes aside from in specific circumstances. These measures have been enacted to prevent the 
National Health Service (NHS) critical care capacity being overwhelmed, which could lead to high rates 
of preventable deaths. However, such a restrictive regime will not be sustainable for long periods of 
time due to the adverse impacts it could have on the psychological health of the population and the 
national economy 1. 
 
An appropriate method for lifting the lockdown has become a key issue of debate in recent weeks. As 
of 9am on 7 May, 1,534,533 COVID-19 tests have been carried out in the UK 2. Whilst this number 
represents a significant operational effort, it does not provide sufficient visibility over the spread and 
transmission rate of the disease in the UK 3. Without a greater understanding of the transmission rate 
and the geographical spread, it is impossible to make the decision to ease social distancing without 
putting the country at significant risk of a second, potentially more damaging wave 4. As such, the level 
of testing in the UK has become a political issue, leading to significant criticism of the Government in 
national and local media 5. 
 
Whilst the UK is ramping up its testing efforts, there has also been work on producing a contact tracing 
application (app), to help target testing and social distancing more effectively 6. Such a large-scale 
public health surveillance operation could enable the country to exit the current lockdown, and quickly 
identify and prevent new outbreaks. However, health surveillance, especially that which captures 
extensive information on the geographical location (via GPS) and personal contacts of individuals 
should be used with extreme care, as such surveillance could easily infringe upon rights to privacy and 
autonomy. 
 
1.2 Public health surveillance 
Public health surveillance can be understood as, “the ongoing, systematic collection, analysis and 
interpretation of health data essential to the planning, implementation, and evaluation of public 
health practice, closely integrated with the timely dissemination of [this information] to those who 
need to know” 7. Manual public health surveillance has been carried out in some form since the first 
recorded epidemic in 3180 B.C., with the modern concepts of health surveillance being founded by 
William Farr in the 1800s 8. 
 
In 2012, Public Health England (PHE) outlined their vision for administering public health surveillance 
in “Towards a public health surveillance strategy for England” 7. However, the context of the COVID-
19 pandemic has dramatically changed the needs of any health surveillance system, with much of the 
emphasis now placed on tracking the spread of the disease. In this document, PHE describe public 
health surveillance as “a core public health function that ensures the right information is available 
at the right time and in the right place to inform public health decisions and actions”, for the purpose 
of “[informing] public health action, programme planning and evaluation, and formulating research 
hypotheses”. 
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Recent advances in mobile telecommunications, WiFi, and Bluetooth have enabled new approaches 
to capturing data that were not previously available. Geographical data from mobile phones can be 
used to predict sites of new outbreaks during an epidemic 9. Additionally, big data analysis (i.e. 
computational analysis of extremely large datasets to reveal patterns, trends, and associations) was 
investigated as a route to helping contain the 2014-16 Ebola crisis in western Africa 10. 
 

2. Contact tracing 
 
2.1 Introduction  
Contact tracing typically follows a three-step process, which is presented here and visualised in figure 
1: 
 

1. An individual tests positive for the infection of interest 
2. That individual’s potentially exposed contacts are identified – the definition of a potentially 

exposed contact will vary depending on the mode of infection of the disease 
3. Identified contacts are notified, invited for a test, and informed on how best to prevent further 

transmission 
 
During the current pandemic, contact tracing has been used in some nations as an effective form of 
public health surveillance, particularly during the early stages of the outbreak in South Korea. Using 
these methods, potentially infected individuals are identified and isolated if they have had recent 
contact with someone who has contracted the disease. 
 
2.2 Past usage 
There is a precedent for contact tracing methods being utilised to mitigate the effects of global 
pandemics. Notably, throughout the ongoing global HIV global epidemic, contact tracing has been 
used in many nations to identify sexual partners and other potentially exposed acquaintances of 
infected individuals. This approach has enabled authorities to better understand the spread of the 
disease, contributing to research and public health decision making, as well as enabling potentially 
infected contacts to get tested and take steps to prevent further transmission 11. 
 
However, whilst manual contact tracing has been effective in the past for sexually transmitted 
infections such as HIV (with infected individuals reporting sexual contacts, for example), COVID-19 
appears to be primarily spread through the inhalation of respiratory droplets 12. Therefore, one 
individual could infect numerous others regardless of their social connection.  
 
2.3 Methodology 
For contact tracing to be effective in the current pandemic, it will likely be necessary to have access 
to information on the geographical location of individuals and the details of anyone who may have 
been in close proximity to them. This requirement has raised significant concerns over potential 
infringement on personal privacy and around how a practical implementation of geographical tracking 
could be done. Reviews of public health surveillance make it clear that these methods can only be 
effective so long as public trust is maintained 13. In a 2020 article by Ienca and Vayena they make clear, 
“data collection must (i) be proportional to the seriousness of the public-health threat, (ii) be limited 
to what is necessary to achieve a specific public-health objective, and (iii) be scientifically justified” 
and that “overriding consent and privacy rights in the name of disease surveillance may fuel distrust 
and ultimately turn out to be disadvantageous” 14 . 
 
It should also be noted that the COVID-19 situation is further complicated by the presence of 
asymptomatic carriers, who may not report themselves as infected, through no fault of their own. As 
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such, manual tracing of social contacts will be likely insufficient to detect all potential infections in 
nations where there is already a significant level of infection 15. 
 

 
Figure 1: Contact tracing flow diagram. Based on 16. 
 
As manual contact tracing is unlikely to have sufficient capacity to track the rapid spread of COVID-19, 
automated alternative solutions have been proposed. To overcome the limitations of manual contact 
tracing methods, many nations and private enterprises have conceived mobile phone applications 
(apps) which could be used as automated alternatives to manual contact tracing. Many of the 
proposed solutions will collect information on the precise location and proximity to other individuals 
with the app for all users. When an individual contracts the virus this information can be rapidly 
accessed, allowing notification and advice to be sent out to everyone who may have been exposed to 
the virus. Solutions combining location and proximity data will likely have to continually collect 
information on users for the duration of time that the app is downloaded on the device. In many app 
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implementations, while the contact tracing app is active, Bluetooth can be used to exchange 
information between users which come within a specified proximity of one another and location 
information is gathered using existing GPS functionalities 6. 
 
The collection of such detailed information could additionally be used to inform the models 
investigating the spread of the virus, giving political decision makers much greater insight into the 
efficacy of other interventions, such as social isolation 17. However, for digital contact tracing to be an 
effective method for measuring the dynamics of a disease outbreak and notifying potentially infected 
people, it requires a significant uptake across the population 18. Concerns about the efficacy of contact 
tracing raises key questions as to whether it is an appropriate response, as the collection of such 
sensitive personal information could also constitute a significant breach of privacy. 
 
2.4 Efficacy 
In an attempt to reduce the spread of COVID-19 in line with the policies of many other nations, the 
UK has been practicing widespread social isolation for all but “essential workers”. Whilst this policy 
appears to have prevented NHS critical care capacity from becoming overwhelmed, it has caused 
significant economic and social damage. Many people have been placed on the Government furlough 
scheme, and there has been a considerable rise in incidences of domestic violence 19. Aside from these 
immediate impacts, worldwide lockdown is also expected to contribute to a global economic recession 
20. With such dire consequences, understandably many national governments are seeking an effective 
strategy for exiting the lockdown without triggering a second, potentially more damaging outbreak. 
Contact tracing is part of the UK test, track and trace strategy for the next phase of the pandemic. A 
successful contract tracing app could enable the rapid identification and isolation of infected 
individuals, resulting in a lower effective rate of transmission, as well as allowing the Government to 
target policies to aid impacted local areas 21. 
 
However, successful implementation of an automated contact tracing app will be challenging for two 
key reasons: 
 

1. Effective surveillance of the population and timely notifications to infected individuals will rely 
upon a high level of uptake of the app. 

2. The contact tracing process is triggered by confirmation of infection, which requires an 
accompanying programme of mass testing. 

 
Depending on their complexity, mobile phone apps can be time consuming to develop, though a 
number of apps have already been released and more still announced (see sections 3 and 4, 
respectively). In the case of an automated contact tracing app, there are many relevant development 
considerations, such as the ability to collect GPS data, operating in-built Bluetooth functionality, 
and compatibility with both Android and Apple operating systems 22. Aside from the expense and 
complexity of app development, the impacts on users’ devices must also be considered. Real-time 
data collection could come at significant cost to the individual (depending on their personal service 
provider), and constantly using GPS and Bluetooth functionality could become a significant drain on 
device battery usage 23. 
 
Another key issue facing the use of automated contact tracing apps is ensuring a high enough uptake 
for the app to be generally fit for purpose. At present, the UK Government suggests a target uptake 
of 80 % of smartphone users for its purpose to be fulfilled 24. The most downloaded smartphone apps 
are typically messaging and social media services – WhatsApp, for example, has a reach of around 
58 % of mobile messaging users in the UK 25. To ensure high uptake of a contact tracing app, a 
significant advertising campaign and incentivisation programme may be required. In Singapore, 
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roughly a quarter of the population have downloaded the TraceTogether app, giving a 6 % chance of 
any two randomly selected people coming in contact both having the app 26.  
 
Even with incentives, it is unclear how many people would be in a position to use the app; battery-life 
and data considerations may put some users off, while others may have an older device which is not 
capable of supporting the software. Whilst smartphones have become increasingly common over the 
last decade, there is still a significant drop in their usage amongst the over 55s in the UK, compared 
to younger demographics 27. Given that older populations are most at risk from the effects of COVID-
19, uptake may not be high enough amongst the most at-risk demographics for a contact tracing app 
to be of significant value. 
 
The efficacy of a contact tracing app will likely rely on the app being paired with regular and thorough 
testing of the population, both to gather information on the spread of the disease, and to notify 
individuals of potential transmission. Therefore, contact tracing is additionally unlikely to be effective 
without a significant mass testing effort 28. 

 
2.5 Privacy 
There are three key considerations for contact tracing apps with regards to privacy: privacy from 
snoopers; privacy from contacts; and privacy from the authorities 29. 
 
In these considerations, snoopers are individuals accessing the publicly available data being broadcast 
by the apps. For example, snoopers may sit in a public place, simply observing the tokens, pieces of 
information which stand in for personal identities, of people walking past, from which they can directly 
read or infer private information. Such snooping often takes the form of ‘linkage attacks’, where a 
user’s real identity is deanonymised by linking them to a digital ID. The real identity of the individual 
can then be used for malicious purposes, such as publicly revealing sensitive personal information.  
 
Privacy from contacts involves insuring that sensitive personal information is not shared accidently or 
intentionally between social groups and clusters. Such sharing may include revealing the identity of 
infected people to their entire residential area. Privacy from authorities, such as private enterprises 
administering the app or the central government, is determined by the what data is collected, with 
whom it is shared, and how it can be used for purposes other than contact tracing. 
 
Following the global surveillance network revealed by the whistleblower Edward Snowden in 2013, 
the transfer of citizens information to security services has become a significant privacy concern 30. 
These disclosures showed that security services in the USA, UK, Canada, Australia and New Zealand 
were spying on the internet communications of their own citizens, as well as on foreign nationals. The 
disclosed files also contained information on commercial partners such as BT, Google and Facebook, 
who provided access to the private information of their users 31. Despite global outrage, the collection 
and centralisation of personal data has intensified, particularly in the case of private companies such 
as Google and Facebook, who rely on a targeted advertising business model 32. The implementation 
of a contact tracing app which collects information about its users’ movements and interactions could, 
therefore, present a significant risk to individuals’ privacy from authority. 
 
Besides the issues surrounding infringement on personal liberty that these apps may impose, if an app 
is viewed to be untrustworthy or too invasive, it is likely, especially in Western nations where 
governments are less likely to mandate app usage, that the public will simply not use or install such 
an app. As these apps will only be effective if there is significant uptake, insufficient privacy protections 
are likely to become self-defeating. 
 
2.6 Centralised versus decentralised 



P. Henry et al.  chair@sfl.org.uk 

   
 

Two competing approaches have emerged in the development of contact tracing applications, so 
called centralised and decentralised. In a centralised system, when two devices running the app 
detect each other via Bluetooth they swap tokens. These tokens, or user IDs, use a technique called 
hashing to produce a unique message which cannot be reversed. Periodically all devices running the 
app upload the list of tokens they have collected to a central server. When a user identifies themselves 
as infected, the server scans the database of tokens and informs all users who have collected the 
infected person’s token that they are at risk. This means that all data of interest to the device, be that 
user IDs, location, connections, and matches – are all collected and stored on this central server. 

Similarly, a decentralised approach also works through devices exchanging tokens. However, in this 
case they do not upload these tokens to a central server. Instead, when a person marks themselves as 
infected – they alone upload their own tokens (as opposed to the list of tokens referring to other 
individuals they have collected). Periodically all users download the list of infected device tokens to 
their own device and check their own set of collected tokens against it to see if they are at risk. In 
contrast to the centralised approach, no information is stored centrally about non-infected users, and 
the ‘matching’ process which determines who is at risk is done locally on the user’s device instead of 
on the central server. In this way, the central server also has no information about the contacts 
between devices.  

Even if a user’s data is fully anonymised, a much larger proportion of this data is captured and stored 
by the central authority running the app in the centralised case. This may make it easier to perform 
linkage attacks to de-anonymise the data but may also improve the efficacy of the app in providing 
useful information to help prevent the spread of the virus. This is a clear demonstration of the 
balancing act between efficacy and privacy which is at the heart of this problem. 

Any centralised system of contact tracing will necessitate some capture of information from its users, 
creating an inevitable trade-off between efficacy and privacy. A centralised implementation would 
collect and store information on their users in a central database, owned and maintained by either a 
private company or national government. In such a system, a record of the movements and 
interactions of users, coupled with widespread testing, could provide valuable information about the 
spread and dynamics of the COVID-19 pandemic. However, the only protection from secondary usage 
for security or enterprise purposes would be strict controls on which agencies had access and legal 
frameworks regarding the deletion of data after a set timeframe.  
 
A decentralised system still relies upon exchanging tokens when mobile devices come within proximity 
of one another. However, these are not immediately uploaded to a database as in the case of 
centralised implementations. When a user receives a positive test result for the virus they upload the 
tokens which refer to themselves to a cloud database. All users periodically download this database 
of tokens representing infected people, so the cross-referencing of people that they have come into 
contact with and those who have become infected can happen on their own devices, rather than being 
performed by a government agency or private company. This system ideally ensures that records of 
interpersonal interactions only exist on individual’s devices, ensuring privacy from authority. To 
improve privacy from snoopers, individual tokens can be regularly changed by the app, so when the 
user is infected they upload a series of tokens rather than a single one which may be linked to their 
identity. A visualisation of the difference between centralised and decentralised app implementation 
is presented in figure 2. 
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Figure 2: Decentralised vs centralised app implementations. Based on 55. 

 
Some contact tracing implementations, such as Singapore’s TraceTogether, attempt to overcome 
some of the concerns around privacy from authority by eschewing GPS data completely and relying 
solely on Bluetooth interaction information 33. Some of these Bluetooth-only apps have been shown 
to comply with various privacy standards 34. However, systems wholly reliant on this interaction data 
are limited as they are unable to model disease transmission from commonly contacted surfaces 35. 
Bluetooth-only system will require specially designed apps, and will likely be a significant drain on 
device battery life, whereas GPS data is already collected by a number of apps, such as Google maps, 
potentially enabling contact tracing to be a plugin for existing apps. 
 
Another potential route to improving the privacy of apps is the use of cryptographic approaches, which 
would encode information so that potentially impacted people could be notified without resorting to 
mass surveillance. With such an implementation, accurate GPS and Bluetooth interaction data could 
be collected and encrypted so snoopers and authorities would be unable to read it. The use of 
cryptography would see a significant increase in the computational cost incurred by the app and would 
present a trade-off between privacy and efficiency 36. This implementation still places trust in the 
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government to use a secure hashing algorithm, which irreversibly converts information into an 
unintelligible numeric string. However, there is historical precedent showing that such trust can be 
unwarranted, such as the exploits found in the secure hashing algorithm (SHA1) developed by the 
NSA. 
 
There are significant and reasonable concerns about the impact contact tracing apps could have on 
individual privacy, which must be addressed by any implementation. Methodologies which could be 
used to maintain user privacy often come with associated costs, such as efficacy, efficiency and 
individual device performance, creating situations where the needs of individuals, communities and 
public health authorities must be carefully considered and balanced. Public trust could be gained by 
open sourcing app details (i.e. freely distributing the app with its source code available for 
modification) and allowing audit by independent security and privacy professionals. Open sourcing 
would enable users to know exactly what data is being taken, who can access that data and for what 
purposes it is being accessed 29. 
 
2.7 Data anonymisation 
A note is provided here on data anonymisation. Anonymisation is a process which irreversibly alters 

data so that an individual cannot be identified directly or indirectly 37. However, it should be noted 

that anonymisation is not a fixed state where individual privacy is totally protected; anonymisation 
often strikes a balance between analytical utility and privacy. Deanonymisation attacks have been 
reported for a variety of data sources; identifying individual locations, financial activities and 
preferences 38. 
 

3. Current app implementations 
 
There have been several implementations of contact tracing apps attempted across the world since 
the outbreak of COVID-19. Examples of various implementations internationally are as follows 29: 
 

• The Israeli state passed a law allowing the mobile phone data of infected individuals to be 
tracked directly; 

• The South Korean government has developed a database containing the age, gender, travel 
routes, and occupations of infected individuals; 

• Taiwan allow medical institutions to access to the travel history of infected patients and the 
state to track the phones of individuals placed into quarantine; 

• Singapore have released a centralised app called TraceTogether; and 

• China have mandated use of a centralised app called Alipay Health Code. 
 
3.1 Singapore 
Singapore first detected cases of COVID-19 in late January, immediately beginning manual contact 
tracing in an effort to contain the spread of the infection. On the 8th February, the Singaporean Prime 
Minister stated that it was “futile to try to trace every contact” 39. By mid-March, Singapore launched 
the world’s first COVID-19 contact tracing app, TraceTogether, alongside a swathe of other policy 
measures focused on socially distancing the population. The TraceTogether app was developed to 
maintain high levels of privacy from snoopers and contacts. Tokens exchanged through Bluetooth 
proximity were associated with a user ID which changed with time, making it considerably more 
impractical to launch linkage attacks. Privacy from contacts has been strengthened by solely notifying 
contacts of a potential exposure, rather than providing details of the infected person, or when the 
exposure may have taken place. However, the TraceTogether app currently provides little privacy from 
authorities, as infected individuals and potentially exposed contacts automatically have their phone 
numbers collected by the state 29. 
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The TraceTogether app claimed to have over 1.4 million users as of 5 May, which accounts for a 
quarter of the population of Singapore, so the chance of two random people coming into proximity 
with one another and both having the app is around 6 %. A significant complaint of the app is that it 
cannot be run in the background on iPhones, as Apple does not permit background apps to use 
Bluetooth for security reasons. TraceTogether users with iPhones are required to keep the app running 
at all times, which drains device power and can interfere with other processes 40. In May, the 
Singaporean government also announced that all businesses would be required to log the presence of 
visitors, by collecting a national identity number and the time of entry and exit of the premises by 
scanning people’s phones using another app called SafeEntry. This new app will be compulsory for all 
businesses and citizens entering public venues 41. This measure may be due to the relatively low 
uptake of the contact tracing app, or the limitations of the current, Bluetooth-only, implementation. 
The Singaporean government has stated that the data collected by the app may only be used “by 
authorised personnel for contact tracing purposes”, and that “stringent measures are in place to 
safeguard the data in accordance with the Government’s data security standards” 42. 
 
3.2 China 
In China, a contact tracing app called AliPay Health Code has been implemented through the almost-
ubiquitous digital service providers AliPay and WeChat. This implementation provides a colour-coded 
digital health pass which can be checked by authorities to ensure efficacy of the lockdown. This app 
collects travel, contact and biometric information to rate each user as green, yellow or red, which, in 
turn, dictates whether any one individual is allowed to be in public spaces 43. The app has come under 
significant criticism from privacy campaigners due to the vast amounts of personal data it collects, and 
for the presence of a function in the source code, labelled “reportInfoAndLocationToPolice”; which 
sends individual names, locations, city name and an identifying code number to another server 43. 
Whilst the Chinese government appear to have discovered an effective route to containing the 
pandemic, this has in part been through further erosion of individual privacy from authorities 44. 
 
Both the Singaporean and Chinese experiences with contact tracing demonstrate the challenges faced 
when tracking and containing the spread of COVID-19. For many nations manual contact tracing will 
not be practical or effective, as the number of infections is likely too large, and the respiratory 
transmission of the virus will make it unlikely that a single infected individual would personally know 
everyone they may have exposed. Whilst automated contact tracing apps could potentially overcome 
these issues, they will likely require some infringement of individual privacy, and without a strict legal 
incentive are not guaranteed to have sufficient uptake to be effective. 
 

4. Future implementations 
 
It was recently announced that Apple and Google were working together to create a standard 
Application Programming Interface (API), upon which contact tracing apps could be built. This 
proposed solution would take a decentralised approach, bypassing the requirement for individual 
location or interaction data to be collected and stored by any single Government or private entity 45. 
Each user will be assigned a regularly-changing unique identifier (an ID), with the IDs of only users who 
test positive for COVID-19 being added to a cloud database. When two people come into contact, they 
exchange these user IDs, hashed with the current time, with each device regularly scanning the cloud 
database for COVID-19 positive IDs. Using this implementation, the records of those who have been 
in contact with one another are maintained on each individual device, where the matching process 
takes place. This approach provides much greater privacy from authority than a centralised approach. 
However, depending on the security and how user IDs are exchanged it could raise issues relating to 
privacy from snoopers or contacts. Such privacy breaches are likely due to the considerations noted 
above, but edge cases are possible (for example, if a person receives a notification after visiting a 
single individual). One of the major benefits of this implementation could be its effect on battery life, 
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as Google and Apple manage the two most prevalent mobile device operating systems, potentially 
allowing them to develop a system which best takes advantage of existing functionality. 
 
Whilst a decentralised approach offers much greater privacy from authority, it is unlikely to offer the 
same level of information to public health bodies than that of a centralised implementation. It should 
also be noted that in the past both Apple and Google have received criticism for infringing personal 
privacy 46. Google have particularly come under fire for their unclear privacy policies and collection of 
extensive sensitive personal information with its maps, email and browser services 47. 
 

5. Proposed approach in the UK 
 
The government-run unit for developing digital healthcare innovation best practice and policy, NHSX, 
has been at the forefront of independently creating a contact tracing mobile app. This app began its 
first trial on the Isle of Wight on 5 May 48. In April 2020, NHSX chose to abandon plans to codevelop 
the app with Google and Apple, and adopt a centralised approach in conjunction with the private 
companies Faculty and Palantir, with GCHQ in an advisory role 45,49. The app will be based on a central 
database which will collect Bluetooth tokens from other users encountered by the device and allow 
individuals to register their infection, notifying all contacts to self-isolate and get tested. The 
development of the app has attracted significant criticism from privacy advocacy groups due to its use 
of a centralised database containing personal information, and the participation of Palantir and 
Faculty 50. 
 
Palantir Technologies is a USA-based big data analytics firm which works with American defence 
agencies, financial institutions and healthcare providers. Previously, Palantir has been involved in a 
variety of well publicised controversies, including the 2018 Cambridge Analytica scandal 51. Likewise, 
the involvement of the British firm, Faculty, has been controversial due to the connection with the 
Conservative Party and the Vote Leave campaign. The firm’s CEO, Marc Warner, is the brother of Ben, 
a Downing Street advisor and attendee at the Scientific Advisory Group for Emergencies (SAGE) 
throughout the early stages of the COVID-19 crisis 52. The involvement of a government intelligence 
agency such as GCHQ (at any level) may also raise public concern. 
 
Aside from the chosen partnerships, the NHSX implementation has also come under fire due to its 
rejection of the joint Apple/Google approach. Due to security restrictions built into both the Apple 
and Android operating systems, the NHSX app will be unable to broadcast its ID to surrounding phones 
unless it is operating in the foreground of an unlocked device 53. Under these conditions, the app will 
most likely be ineffective for collecting sufficient information for contact tracing. NHSX claims to have 
corrected the problem by developing a functionality which will ‘wake’ the app whenever another 
device running the app is within range, however, this function could have significant impacts on 
battery life. It should also be noted that the centralised approach taken by the NHSX is out of step 
with other approaches being taken across most of Europe – with the exception of France, other 
European nations are generally supporting the decentralised Apple/Google implementation 54. 
 
The UK implementation of an automated contact tracing will be an opt-in system, with the NHS 
planning a significant accompanying marketing campaign. Studies have suggested that 80 % of UK 
smartphone users, which translates to 56 % of the overall population, will be required to download 
the app for effective suppression of the pandemic 18. With issues surrounding privacy and the impact 
of the app on personal device performance, attaining such a high uptake does not appear likely. 
 
The contact tracing app developed by NHSX has been trialled on the Isle of Wight from the 4th of May. 
Testing by the BBC found that the concern about the app not working in the background on iOS had 
been overcome and that the app seemed to work well even when not active 55. 
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We stated earlier in this document that a key to garnering public trust would be open and honest 
access to the inner workings of the app. To attend to the this, NHSX has published the source code of 
the app to GitHub which is certainly a step in the right direction 56. 

The Joint Committee on Human Rights expressed concerns over the centralised approach, citing the 
possibility of de-anonymising the data. The chair, Harriet Harman said, “Assurances from ministers 
about privacy are not enough. There must be robust legal protection for individuals about what that 
data will be used for, who will have access to it, and how it will be safeguarded from hacking.” There 
is now a possibility that due to these concerns, the NHSX app may be changed to run on the Google-
Apple API. NHSX have hired a swiss consultant, Zühlke Engineering, to perform a two-week study into 
how the two approaches can be integrated. It is unclear at this stage whether the switch will be made, 
but initial reactions from privacy experts believe it would be beneficial 57. 
 

5.1. Legal considerations 
The Data Protection Impact Assessment (DPIA) for the app that NHSX is trialling on the Isle of Wight 
has recently been published and is being reviewed by the Information Commissioner’s Office 58. The 
DPIA should set out how, and on what legal basis, personal data collected is used by the app. It is 
important that the DPIA be subject to detailed and careful scrutiny to ensure that the app’s use of 
personal data is lawful.59,60 Personal data must be processed in accordance with the General Data 
Protection Regulation and the Data Protection (GDPR) Act 2018 61. Here, personal data is as defined 
by the GDPR (i.e. “any information which are related to an identified or identifiable natural person”).  
An additional concern is that, even where the data is considered personal, the protections of the GDPR 
and the Data Protection Act 2018 are insufficient. Parliament’s Joint Committee on Human Rights has 
drafted a bill aimed at ensuring appropriate legal safeguards for personal data used by the app are in 
place.  
 

6. Discussion & conclusions 
 
With many nations attempting to navigate a path out of lockdown and to prevent further economic 
and social damage, public health surveillance through automated contact tracing has been proposed 
as a potential method for rapidly identifying and quarantining infected individuals. By tracking the 
location and interactions of individuals, the spread and dynamics of COVID-19 could be accurately 
identified, allowing for targeted interventions without mandating strict social isolation for the entire 
population. However, these apps will always present an imperfect solution will necessarily balance 
efficacy with individual privacy and device performance. A number of notable concerns have been 
raised in this report regarding the efficacy of any implementation of a contact tracing app. 
 
The UK had initially decided to adopt an independent approach to the development of a contact 
tracing app, which will use a centralised database of user IDs. These choices raise significant questions 
regarding individual privacy and whether sufficient people will download the app to ensure it presents 
an effective method for containing the pandemic.  
 
At the time of writing there are reports of a second app under development with the assistance of 
Google and Apple. Due to the requirements from both companies that a decentralised approach is 
adopted, this second app could provide greater protections to individual privacy and will likely 
coordinate more effectively with existing device systems.  
 
Whilst the adoption of a decentralised system would be a welcome development, it is still of 
paramount importance that the app is thoroughly scrutinised in terms of its efficacy, impacts on 
privacy, and the role of private companies in its development and administration. Regardless of the 
technological approach taken by the government, there are still significant concerns regarding 
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whether any app will have sufficient uptake to effectively track the virus. If automated contact tracing 
is included in the UK lockdown exit strategy, the Government should provide a strong justification 
around why they believe that this implementation will be successful where others have so far failed. 
 

7. Key Questions 
 
An examination of the underpinning technology, choices of the UK Government and the 
implementations of other nations poses two key key questions regarding contact tracing: 

 
1. What steps will be taken to ensure that automated contact tracing is an effective tool for 

containing the spread of COVID-19? 
2. How will the privacy of citizens be guaranteed? 

 
Further to these primary questions, answers to several supplementary questions are required. These 
questions include, but are not limited to, the following: 
Sa 

1. Given lower technological literacy (and hence likely uptake) and high risk from COVID-19 in 
older populations, how will effective contact tracing be implemented for those most at risk? 

2. Will people identified as potentially exposed contacts be mandated to self-isolate? If so, how 
will this be practically enforced? 

3. Under what conditions will contact tracing be discontinued? 
4. Following the discontinuation of contact tracing will personal data be deleted? 
5. For what length of time will data be stored after each recorded interaction? 
6. How will personal data be stored and who will have access to it? 
7. Who will have authority over the governance of which data is collected and who can access 

it? 
8. Which third parties (both non-health related governmental agencies and private companies) 

will have access to the information collected by the app? 
9. Will the contact tracing technology be made open source? 
10.  

It should be noted that this list of questions is not exhaustive, and other questions may present 
themselves to readers of this report. With these questions, the authors of this report hope to stimulate 
political discussion and ensure that citizens of the UK and the world both benefit from and remain 
protected through any potential implementation of contact tracing. 
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